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1
Decision/action requested

It is requested to approve the proposal into TR 33.819.
2
References

 [1]
3GPP TR 33.819 Study on security enhancements of 5GS for vertical and Local Area Network (LAN) services
3
Rationale

Non-public networks are restricted for using by authorized subscribers only. It is not available for public use. In this case the Non-public network needs an authentication framework so that only legitimate UEs can access the Non-public network.
4
Detailed proposal

*************** Start of Change 1 ****************
5.X
Key Issue #X: Authentication of a UE for Non-public network
5.X.1 Key Issue details
Non-public networks are restricted for using by authorized subscribers only. It is not available for public use. In this case the Non-public network needs an authentication framework so that only legitimate UEs can access the Non-public network.

5.X.2 Security Threats
Without authentication in the UE, an illegal UE may connect to a Non-public network.

A fake Non-public network may communicate with the UE that could potentially lead to exposure of user privacy.

5.X.3 Potential security requirements
The Non-public network shall be able to authenticate the UEs that is trying to connect to it.

The UE shall be able to authenticate the Non-public network to make sure the UE is going to access a legitimate Non-public network.
*************** End of Change 1 ****************
